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Abstract 
Industrial Internet of Things (IIoT) offers connectivity and information access for 
industrial devices. However, several devices cannot implement it because of being 
TCP/IP-incapable or having incompatible communication protocols. The OPC UA 
standard can be a solution by offering a platform-independent client-server 
communication model. The goal of the current work is to use OPC UA to connect a 
Programmable Logic Controller (PLC) in S7-PLCSIM and a Virtual Instrument (VI) in 
LabVIEW running as a Web Services application to enable applications in industry 
and remote education. The case study is a SCADA system simulated in FluidSIM. 
The results show a successful connection and demonstrate that the OPC UA 
standard can be used for implementing IIoT by connecting a simulated PLC to a VI 
for bidirectional information exchange in monitoring and control tasks. The former 
enables students to learn interactively and remotely about PLCs, and industries to 
improve their process control. 
Keywords: Industrial Internet of Things (IIoT), OPC UA, Programmable Logic 
Controller (PLC), Virtual Instrument (VI). 
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El Internet Industrial de las Cosas (IIoT) ofrece conectividad y acceso a 
información para dispositivos industriales. Sin embargo, muchos dispositivos no 
pueden implementarlo por falta de capacidades TCP/IP o por protocolos de 
comunicación incompatibles. El estándar OPC UA puede ser una solución por su 
modelo de comunicación cliente-servidor independiente de plataforma. El objetivo 
del trabajo es usar OPC UA para conectar un Controlador Lógico Programable 
(PLC) en S7-PLCSIM y un Instrumento virtual (VI) en LabVIEW corriendo como una 
aplicación de Servicios Web para habilitar aplicaciones industriales y en educación 
remota. Se estudia un sistema SCADA simulado en FluidSIM. Los resultados 
muestran una conexión exitosa, demostrando que OPC UA puede usarse para 
implementar IIoT conectando un PLC simulado a un VI para intercambio 
bidireccional de información en tareas de monitoreo y control. Esto permite a 
estudiantes aprender interactiva y remotamente sobre PLCs, y a industrias mejorar 
su control de procesos. 
Palabras Claves: Controlador Lógico Programable (PLC), Instrumento Virtual (VI), 
Internet Industrial de las Cosas (IIoT), OPC UA. 
 
1. Introduction 
The world is experiencing a transition towards the Fourth Industrial Revolution, 
also known as Industry 4.0. As technologies evolve, the global panorama shows a 
clear tendency of a digital transformation for society. The Internet is the most evident 
demonstration of this, and it has served in the last decades to close the gap between 
devices. Its impact is undeniable: it provides near-instantaneous connectivity and 
data exchange worldwide. Now, one of the leading trends of Industry 4.0 promises 
to use the Internet as media to communicate remotely with industrial machinery. That 
trend is the Industrial Internet of Things (IIoT), the industrial version of the Internet 
of Things (IoT). It allows sensors, controllers, and even entire machines in production 
processes to share data via the Internet. 
According to a report by [MarketsandMarkets, 2019], Industrial Internet adoption is 
recognized as one of the key elements for market growth. The Industry 4.0 market 
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had an estimated value of USD 71.7 billion in 2019, with expected growth to USD 
156.6 billion by 2024. However, there is a challenge that limits the scope of IIoT in 
industry: vendors have traditionally developed communication protocols specific to 
their products. Consequently, it becomes a challenge to configure communication 
between devices from different vendors. Moreover, many of them do not have the 
capabilities to directly connect to the Internet via the TCP/IP protocol suite. 
In the current context, the COVID-19 global pandemic has increased the transition 
towards digital technology, as it has served as an element to prevent the 
disconnection of multiple sectors [Wright, 2020]. As [Agrawal, 2021] mention, the 
technologies associated with Industry 4.0 have been critical to the response of 
companies towards the crisis. Moreover, the level of implementation of such 
technologies was related to the ability of companies to respond to the crisis, as 
shown in figure 1. 
 
 
Figure 1 Industry 4.0 implementation vs resilience [Agarwal, 2021]. 
 
The pandemic has also impacted the education sector. Students worldwide have 
been forced to continue their studies at home due to lockdown preventive measures. 
The adaptation requires them to take advantage of technologies such as the Internet 
of Things (IoT) to continue with their education; however, this approach is generally 
limited to online meetings and assignments [Darma, 2020]. In this context, there is 
an increased challenge in disciplines that require technical skills, such as STEM 
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(Science, Technology, Engineering, and Mathematics) and medicine. A potential 
way of learning those skills is by having online access to real environments where 
students can remotely manipulate devices in a way like an in-person approach. By 
doing so, they could test their projects in physical devices and monitor real behaviors 
to validate them against analytical and simulation-based results. Therefore, 
implementing IIoT for laboratory settings is a potential solution that benefits 
education. 
The transition towards Industry 4.0 technologies demands the connection of devices 
to the Internet in both previously presented cases (industry and education). To be 
connected enables access to a wide range of digital technologies (Machine 
Learning, Cloud Computing, among others) and ensures safe, remote access to 
machines and devices for monitoring and control.  
The objective of the work presented is to apply the OPC UA standard for 
communication between a Virtual Instrument and a simulated Programmable Logic 
Controller that interacts with electromechanical processes in a simulator, to 
implement IIoT via a Web Services application for control and variable monitoring, 
therefore enabling applications in industry and remote education. In conformity with 
the proposed objective, the following hypothesis is formulated: the use of the OPC 
UA standard for connecting a PLC and a Virtual Instrument enables low-cost, 
platform independent IIoT for industrial and academic applications. 
A main element mentioned in the objective is the Programmable Logic Controller 
(PLC), which is central for automation in industry. It is a digital computer used for the 
control of electromechanical processes. In contrast with general-purpose computers, 
a PLC has features that allow it to interact with machines in an industrial 
environment: multiple inputs and outputs, and increased resistance to thermal, 
mechanical, and noise perturbations [Lamb, 2013]. 
As a PLC generates data, the lack of its rapid accessibility and use presents both a 
challenge and an opportunity. Here is where the current period, the Fourth Industrial 
Revolution, has its origin. It is based on what are known as cyber-physical production 
systems, in which the real and digital worlds are connected and interact continuously 
[Aulbur, 2016]. 
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According to [Lorenz, 2015], nine technology trends are enabling the transformation 
towards Industry 4.0. These will transform production by integrating isolated 
manufacturing cells into an automated and optimized production flow. Among these 
trends, the Industrial Internet of Things (IIoT) is of special interest because it 
develops as “[...] a natural extension of prior levels of connectivity achieved by the 
Internet and World Wide Web (WWW) to include physical objects and systems.” 
[Chou, 2019]. IIoT is based upon the Internet of Things (IoT), which emerged as a 
network that enables machines to communicate among each other [Koc, 2019].  
The functionality provided by IoT is adapted to an industrial level with IIoT, and its 
features evolve from legacy monitoring systems used in industries that used PLCs 
for control, along with Supervisory Control And Data Acquisition (SCADA) systems. 
The difference between legacy and IIoT systems is the connectivity of the latter over 
an Internet Protocol (IP) network structure [Zhou, 2017]. Therefore, to fully 
understand IIoT, it is important to develop on the topics of SCADA systems and IP 
networks. 
A SCADA system consists of software and hardware elements that allow industries 
to remotely control and monitor industrial processes in real-time, allowing operators 
to interact with them through devices such as Human-Machine Interfaces (HMIs). Its 
architecture makes use of PLCs and data acquisition components such as Remote 
Terminal Units (RTUs). In the last two decades of the century, SCADA evolved to 
use Local Area Networking (LAN) to connect similar systems; however, a 
disadvantage of these first interconnected systems is that most protocols were 
unique to specific vendors, therefore devices from different brands were not able to 
communicate [Inductive Automation, 2018]. 
The interconnection of systems, as shown in the case of SCADA, is an important 
step to take in any context where various devices (computers or other hardware 
devices) have relevant information that would be valuable to communicate. In such 
contexts, establishing a network allows them to exchange information and 
cooperate. Models have been created to describe the different layers in the network; 
the most common general model is the Open Systems Interconnection (OSI) 
reference model [Kozierok, 2015]. It was defined by the International Standard 
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Organization (ISO) with the purpose of “[...] open communication between different 
systems without requiring changes to logic of the underlying hardware and software” 
[Jasud, 2017].  
This model divides the networking functions into a set of seven conceptual layers 
(Physical, Data Link, Network, Transport, Session, Presentation, and Application), 
each representing an abstraction level, i.e., its relationship with the actual hardware; 
As the layers increase, the interaction with hardware becomes less direct, and the 
interaction with software extends. The layers can be divided into two groupings: the 
first one is denoted as the “lower layers” and comprises layers 1-4. It is concerned 
with data formatting, encoding, and transmission over the network. The second 
grouping is entitled the “upper layers”, comprising layers 5-7. It is focused on the 
interaction with the user and the implementation of applications that run on the 
network [Kozierok, 2015]. 
A different architectural model to represent the functional division of a network is the 
TCP/IP model, which consists of four layers that approximately match six layers of 
the OSI model [Kozierok, 2015]. This model eases the understanding of the protocol 
with the same name, described as “[...] a strong, fast, scalable, and efficient suite of 
protocols.” [Blank, 2004]. It consists of a collection of network protocols, among 
which the most important ones are the Transmission Control Protocol (TCP) and the 
Internet Protocol (IP) [Kozierok, 2015]. The relevance of TCP/IP is such that it is 
referred to as “the language of the Internet” because it is the most widely used 
protocol for communicating on it. As mentioned in the SCADA systems and observed 
on the Internet with TCP/IP, protocols are crucial for exchanging information among 
devices; “a protocol represents communication between logical or physical devices 
at the same layer of the model [...]” [Kozierok, 2015]. The protocol that a network 
uses depends on the application. A useful classification distinguishes between 
protocols used for Information Technology (IT) and Operational Technology (OT); 
while IT refers to business and office networks, OT is applied to industrial processes 
and factories [Bloem, 2014].  
Nevertheless, is crucial to consider that industrial communications tend to differ 
according to the application and the brands of components, as mentioned while 
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describing SCADA systems. Industrial protocols are central for automation and 
control applications in the context of the Third and Fourth Industrial Revolutions. In 
the early 1980s, vendors and end-users were demanding to establish a global 
protocol standard. As a result, a wide range of standards was created, including IEC 
61158 which covers nine protocol profiles: FOUNDATION Fieldbus, CIP, 
PROFIBUS/PROFINET, P-NET, WorldFIP, INTERBUS, CC-Link, HART, and 
SERCOS [Knapp, 2015]. 
In the context of IIoT, a crucial challenge is to offer a machine-to-machine (M2M) 
communication that can align and converge different protocols into a unified scheme. 
It also is to provide an industry-level integration between OT and IT, which have 
traditionally been managed and controlled independently from one another [Bloem, 
2014]. 
The abovementioned challenges can be resolved with a well-designed solution that 
ensures data transfer regardless of protocol variety; an important and attractive 
approach for achieving that goal is called OPC, which stands for Open Platform 
Communications. The OPC standard (now known as OPC Classic) was released in 
1996 with the purpose of abstracting PLC-specific protocols into an interface that 
would convert generic requests (read/write) into device-specific requests, and vice-
versa. A more recent version of the standard, called OPC UA (Unified Architecture), 
was developed to address the needs of service-oriented architectures in 
manufacturing systems, such as security and data modeling [OPC Foundation, 
2021]. 
The OPC architecture specifies interfaces for communication among different 
elements. Its communication structure consists of various OPC clients 
communicated through one or more OPC servers. Each server vendor supplies a 
code that determines the data and devices to which a server has access, along with 
information on how it physically accesses that data [OPC Foundation, 2003]. The 
client/server relationship is shown in figure 2. 
An OPC server is comprised of various objects: the server, groups, and items. The 
OPC server object holds information about itself and contains the OPC group 
objects. Each OPC group object keeps the information about the group, and it 
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contains and organizes OPC items locally. Finally, OPC items represent connections 
to data sources inside of the server. All the access to OPC items is done via an OPC 
group, within which they are defined and contained [OPC Foundation, 2003]. OPC 
UA uses a client-server concept like OPC Classic. It defines a server as an 
application that exposes its information to other applications; inversely, a client is an 
application that consumes information from others [Mahnke, 2009].  
 
 
Figure 2 OPC client/server relationship [OPC Foundation, 2003]. 
 
The platforms for implementing OPC UA expand in contrast with OPC Classic: the 
former can be implemented in any platform and Operating System (OS) including 
embedded processors, Personal Computers (PCs) and servers, while OPC Classic 
only runs on Windows platforms. The ease of implementation simplifies the 
integration of multi-vendor systems. Also, OPC UA supports dynamically updated 
Object-Oriented information modeling and provides predefined data structures 
[Kominek, 2018]. 
The purpose of using OPC in IIoT is to offer a robust and efficient data exchange 
between protocols and systems. It can be implemented using an OPC architecture, 
where the OPC server acts as a gateway for sharing data on the Internet. It offers 
an intermediary role for vertical integration, allowing data transfer from the device 
level to the application level [Ghazivakili, 2018].  
There are currently several implementations of OPC for IIoT. For instance, smart 
devices known as SmartBoxes have been developed by various researchers, such 
as the effort done by [Torres, 2019] in which each SmartBox (based on a Raspberry 
Pi hardware platform) can be used for real-time M2M communications using OPC-
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UA, along with MQTT (Message Queuing Telemetry Transport). The infrastructure 
proposed by [Vazquez, 2018] offers various approaches for promoting the learning 
of industrial automation systems, using OPC servers to exchange digital and analog 
data that students could use to verify the programming of a PLC. One of the 
proposed approaches is a remote laboratory where a physical lab could be accessed 
via Internet, using a web server.  
 
2. Methods 
An industrial application was chosen as a case study. It corresponds to a SCADA 
system with two processes used as a final stage in the manufacturing of plastic 
bottles. The first process monitors and counts the number of bottles to be packed 
inside a box, passing by a sensor. It uses an industrial traffic light that changes 
according to the counted bottles; if the number exceeds a critical value, an alarm is 
activated and continues active up to two seconds after the value is no longer critical. 
The second process activates the electric motor of a conveyor band that transports 
bottles and sends information about the expected position of a bottle being 
transported by the band, for an operator to visualize as an animation. 
The program used for creating the simulated plant was Festo FluidSIM® 4.2p 
Pneumatics. The system (Figure 3) was divided into input and output sections.  
 
 
Figure 3 Input (left) and output (right) sections of the simulated plant in FluidSIM. 
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As it can be observed, both sections are connected to ports called “FluidSIM Out” 
and “FluidSIM In”, which correspond to the output and input of the software towards 
other programs, respectively. The addresses need to be associated with reachable 
memory areas of the PLC; therefore, it was important to consider a specific PLC 
model. The selected device was a Siemens Simatic S7-300/CPU 312C. Its inputs 
cover the byte address range 124-126, and its outputs, the range 124-125. The ports 
in FluidSIM allow interaction via the OPC Classic standard. For that purpose, the 
software Festo Didactic EzOPC V5.6 was selected. It uses the OPC Data Access 
(Classic) standard and allows connectivity between process simulations and 
controllers. 
The entire procedure of creating, programming, and simulating the PLC was done 
with the software suite TIA (Totally Integrated Automation) Portal, version V15. The 
selected PLC has the following characteristics: 10 digital inputs, 6 digital outputs, 
MPI communication interface and 64 kb of work memory [Siemens, 2021]. It has the 
required number of digital inputs and outputs to use with the plant. Additionally, it is 
part of the S7-300 series, which can be simulated using S7-PLCSIM.  
The program for the PLC was created after having the tags defined, using the Ladder 
Logic (LAD) programming language. It was divided into eleven networks, which can 
be classified into six functional groups. The first group (Networks 1 and 2) is used 
for starting, interlocking, and stopping Processes 1 and 2, respectively. The second 
group (Network 3) has the purpose to perform the bottle counting process. The third 
group (Networks 4-6) corresponds to the three indicator lights of the industrial traffic 
light used in Process 1. Each network contains conditions that depend on the 
number of counted bottles. Group 4 (Networks 7 and 8) is responsible for maintaining 
the alarm active up to two seconds after the value of the counter stops being in a 
critical condition. The goal of the following group (Network 9) is to activate the electric 
motor of the conveyor band while Process 2 is active. Finally, the last group 
(Networks 10 and 11) controls the flow of the animation that gets visualized on the 
VI to show the position of a bottle moving on the conveyor band.  
Next, the OPC UA server was configured. Its purpose is to allow data exchange 
between the simulated PLC in S7-PLCSIM and the VI, which was created using the 
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software LabVIEW from National Instruments (NI). For that reason, software from NI 
was used to implement the server, as it offers modules for creating, configuring, and 
managing OPC UA clients and servers. Following the instructions provided by 
[National Instruments, 2020a] [National Instruments, 2020b], the LabVIEW 
Datalogging and Supervisory Control (DSC) 2020 module and the NI OPC Servers 
2016 add-on were installed. The DSC module includes tools for real-time monitoring 
and for networking LabVIEW elements and OPC devices; NI OPC Servers offers 
functionality for creating and managing channels and devices in an OPC UA server, 
along with providing a client that connects to LabVIEW applications. 
An additional step was needed because the IP address used in S7-PLCSIM is 
private and cannot be directly used with external applications. The tool 
NetToPLCsim was used for that purpose; it acts as a network extension of the PLC 
simulation via TCP/IP [Wiens, 2021]. Consequently, the tags for the variables to 
share between the PLC and the VI were defined. Figure 4 shows the tag tables for 
the NI OPC server and the PLC. 
 
 
a) NI OPC server                                                                      b) PLC 
Figure 4 Tag tables. 
 
The Virtual Instrument (VI) was configured once the tags were defined. The software 
used to develop it was NI LabVIEW (2020, 32-bit version). The elements used in the 
panel were added considering the variables that were defined in the NI OPC server. 
Animation frames were created with Photoshop. The instructions provided by Travis 
[Travis, 2007] were used to import the frames to the “Picture Ring” elements in order. 
The resulting panel is presented in figure 5. 
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Figure 5 Elements of the front panel of the VI after adding animation frames. 
 
Later, the OPC UA tags were imported to LabVIEW as bound variables. The process 
consisted of dragging each variable from the project menu to the block diagram and 
then connecting it to its associated element with a wire. All elements were enclosed 
in a “while loop” structure that executes every 100 ms (update rate). The block 
diagram of the VI is shown in figure 6. 
 
 
Figure 6 Block diagram of the Virtual Instrument. 
 
With all the elements (simulated plant, PLC, OPC UA server, and VI) configured, 
various tests were performed to validate their connection; an example is presented 
in figure 7. 
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Figure 7 Connection test between FluidSIM and TIA Portal. 
 
Finally, the VI was exported as a Web Services application using a tool provided by 
LabVIEW, called Web Publishing Tool. It was exported as an “embedded” 
application, to run an interactive web browser version of the VI. Figure 8 shows its 
deployment in Internet Explorer. 
 
 
Figure 8 VI deployed as a Web Services application in Internet Explorer. 
 
3. Results 
The methodology successfully allowed to connect all the intended elements: the 
simulated plant in FluidSIM was connected with the simulated PLC in S7-PLCSIM 
via EzOPC; the latter became an OPC client of the NI OPC server and was able to 
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exchange information with the VI in LabVIEW. Furthermore, the VI was executed as 
a Web Services application in Internet Explorer.  
Images are presented below to demonstrate the above-mentioned; each one shows 
the simulated plant in FluidSIM on the left and the VI as a Web Services application 
in Internet Explorer on the right. Figure 9 illustrates Process 1 (counting bottles and 
activating the industrial traffic light and the alarm according to the value); figure 10 
demonstrates the execution of animations in Process 2 (activating the motor of a 
conveyor band to transport bottles). 
 
 
Figure 9 Execution of Process 1 in the plant and Web Services application. 
 
 
Figure 10 Execution of Process 2 in the plant and Web Services application. 
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The results validate the use of OPC UA for control and monitoring purposes with 
a PLC and a VI, enabling data transfer from/to the plant. Since all the elements are 
connected and can exchange information for control and monitoring processes, they 
constitute a SCADA system. Moreover, the system corresponds to an 
implementation of IIoT because the communication structure allows network access 
to a plant via a web browser. Even though the implementation procedure may be 
perceived as extensive, it can be done straightforward and without issues by having 
the appropriate software installed; the steps that were presented in the methodology 
can then be replicated to achieve communication using the OPC UA standard. Once 
configured, the resulting system can be executed continuously while the OPC server 
remains active. 
Minor technical difficulties occurred during the last part of the methodology when 
attempting to run the Web Services application; it only worked after deactivating 
antimalware software and using Internet Explorer as the web browser. The fact that 
only a legacy browser can run the published Web Service and that antimalware 
software blocks its execution shows a weakness of the publishing tool provided by 
National Instruments in LabVIEW. 
A connection test in a real environment with physical devices was not possible 
because of the nature of the current situation regarding COVID-19 lockdown policies. 
However, the results can be extrapolated to in situ applications both in industrial and 
academic environments. It would only be needed to replace FluidSIM with a physical 
plant and the simulated PLC with its real equivalent. Besides, the current 
implementation is already useful for educative purposes in a distance learning 




The work presented above demonstrates that it is possible to use the OPC UA 
standard to communicate an industrial process controlled by a PLC with a VI that 
runs on a Web Services application, achieving an IIoT implementation of a SCADA 
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system. The solution offers a lower cost than alternatives in the IIoT service market; 
the reason is the relatively low cost of the program licenses. It also enables platform 
independence since the software can operate on Windows directly or through a 
Virtual Machine (VM).  
The results indicate that it is feasible to replicate the methodology to industrial 
processes to achieve their remote monitoring and control. The same methodology 
could also be applied to academic institutions for students to interact remotely with 
PLCs and industrial plants. By doing so, they would be able to monitor variables and 
test the execution of programs developed during class. The above would result in a 
tangible benefit to their learning experience since they would practice in a physical 
environment without the need of going to a laboratory. This advantage is more 
substantial in courses that cover subjects such as industrial automation, control 
systems, production lines, and manufacturing processes. 
As a result, students that use a PLC-VI implementation through the OPC UA 
standard, as described here, can remotely work on projects and validate their 
functionality from any location with Internet access. 
Furthermore, it bridges the learning gap for students who have online study 
programs, allowing them to get quality results that exceed the capabilities of 
simulators; the same applies to students who are currently in situations such as the 
lockdown due to the pandemic. 
From the industry perspective, managers and supervisors can take advantage of 
such implementation by eliminating the need of going to a plant in person to monitor 
the state of a machine, its produced units, and its real-time operation. The 
aforementioned helps to avoid risks and extended working hours while it favors 
flexibility and management of production resources.  
An area of improvement is the web browser compatibility of Virtual Instruments. For 
that reason, a recommendation for further work is to develop a software tool that can 
export a VI to a Web Services application that runs on current web browsers, either 
on desktop or on mobile devices. A further area of opportunity is the development of 
comprehensive software that manages the entire process of connecting industrial 
devices through the OPC UA standard to offer a ready-to-use IIoT solution. 
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